Stronger guidance and controls needed to
protect children from screen time, Education
Committee finds

-,

For young children, the benefits of screen time are significantly outweighed by the risks, a report by the
Education Committee has found.

TALKING TO YOUR CHILD
ABOUT LIFE ONLINE

Australia plans social media ban for
under-16s

Only 3% of UK 12-year-olds don't have a
smartphone.

SafeguardED






Children and parents: media use and attitudes report 2024
(3—17 yr-olds)

Parental concerns

Sharing personal information online Exposure to inappropriate content

- 65% Them giving out personal n 75% Seeing adult or sexual content

( rﬁ‘ details to inappropriate people
.

62% Companies collecting information
about what they are doing online

77% Seeing any other type of
inappropriate content

Experiencing harm or detriment Reputational damage

68% Seeing content which encourages them to hurt or harm themselves Damaging their reputation

aither now or in the future

70% Them being bullied online/cyberbullying i’ 55%

599% The possibility of them being influenced by extreme views online

51% The pressure on them to spend money online

Loy

% Parents whose child age 3-17 goes online

Younger children are more likely to tell someone if they see something

worrying or nasty online:
LG fLO e Two-thirds of 8-11-year-olds say that they would always tell
0 Source: Children and parents: media use and
someone (66%) attitudes report 2024

SafeguardED * Almost half of 12-15s and 16- 17s (49% and 45% respectively).




So what are the RISKS?

content: being exposed to illegal, inappropriate, or harmful content, for example:

pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation, and
extremism.

being subjected to harmful online interaction with other users; for example: peer to

peer pressure, commercial advertising and adults posing as children or young adults with the
intention to groom or exploit them for sexual, criminal, financial or other purposes

conduct: online behaviour that increases the likelihood of, or causes, harm; sharing and
receiving explicit images (e.g. nudes and semi-nudes and/or pornography and online bullying

comimerce: risks such as online gambling, inappropriate advertising, phishing and or
financial scams

SafeguardED Keeping Children Safe in Education



https://www.childnet.com/parents-and-carers/

() Childnet

https://parentsafe.lgfl.net/

https://www.internetmatters.org/ Internet https://www.ceopeducation.co.uk/parents/

matters

Learn together and

common

https://www.commonsensemedia.org/ @SGHS_G
media

https://www.nspcc.org.uk/keeping-children-safe/online-safety/#guides

O, ® NSPCC

Let’s keep kids safe online

https://nationalcollege.com/parents

SafeguardED



https://parentsafe.lgfl.net/
https://www.internetmatters.org/
https://www.commonsensemedia.org/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/#guides
https://nationalcollege.com/parents
https://www.childnet.com/parents-and-carers/
https://www.ceopeducation.co.uk/parents/
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DEVICE USE AND
OWNERSHIP




HOW MUCH DO YOU KNOW about your child’s life online?

Proportion who go online, by age

96%
84%

Age 3-4

Almost all children (96%) aged 3 — 17 went online in 2023, highlighting the centrality of the
internet in their lives:

* Younger children commonly use tablets to go online

* Older children are more likely to use mobile phones

Proportion who have their own mobile phone, by age

LGfL’
Source: Children and parents: media use and

SafeguardED attitudes report 2024



* |[nternet access |

* Social media, apps and
games -/ -

* Notifications

* Anytime connection

e Parental controls

REMEMBER IT’S YOUR
CHOICE

Every child and situation is unique,
and you are best placed to know their

needs

SafeguardED

SMARTPHONE or ‘NON’-SMART / BRICK phone?

* NO internet access

* Some games

* Anytime phone calls and texts
Limited parental controls

Smart phone pressures....

FOMO

Managing screen time / phone addiction
Keeping children safe from harmful content
How to monitor use (no longer a shared family
computer)



SUPERVISION AND
PARENTAL CONTROLS

SafeguardED



What RULES do YOU SET about being online?

Spe .
Nding Money o,
he

(52% Who y0u cani
heir child can share online (49%) ) N interact With online

Information t

While parental concerns in some areas have increased considerably,
their enforcement of rules appears to be diminishing, partly
because of resignation about their ability to intervene in their
children’s online lives.

Where an
d when devices cap / can’
Types of websites and apps they can use (41%) an’t be yse

l : i a|\owe
LG L Video Content the|r chﬂdren are
Source: Children and parents: media use and

SafeguardED attitudes report 2024

d to watch online (67%)



Digital Family Agreement

Why not have a family agreement to:
e clarify what is allowed...or not

» establish ground rules like no phones at
the table or in the bedroom at night-time

* agree shared expectations to reduce

arguments and keep everyone safe & DigiSafe ®
healthy

SafeguardED

Download it at parentsafe.lgfl.net/digital-family-agreement



https://parentsafe.lgfl.net/digital-family-agreement

Digital Family Agreement | DigiSafe°

ATATATATATATATATATATATATATA

I will: Why? Parent/carer will: Why?

Check with mum before getting a new app or game Put our devices down when you want to talk
Or buying ah add-on so she Can Check it's safe to me/us so we can model good behaviour

Cet up privacy and safety settings on any apps and

i K our mobiles away for important famil
sites ] use and show them to dad, SO he doesn’t eep y p y

time, e'q- breakfast and dinner so we can

worry ; .

: L8 have quality time and talk
Check with mum or dad before going live and )
explain what I can do to avoid any risks Trust you to manage your screen time

Not post or share any personal information, e.s.
mobile, address, to Stay private and safe

Put my phone down when we’re eating together or
mum Or dad waht to talk, as it’s respectful

Turh Off hotifiCations when I'm doing

if I/we are worried, to help you stay safe and
healthy
Ask permission before sharing any photos of

¥ you, to respect your privacy

I sensibly as we agreed, and only say something

; . [}

homework ahd at bed time, to y 155U€° M Worrigy
are 3" - Y anyth;
help concentrate and sleep \§ there & abou® .b“ can, ng:
Come off my devices an hour e will ¥ jopet®E gl And ey ozl
before bedtime to uhwind and calm nave %° ih?:},,ab :t%%b At /!
Sleep well ' ’":9 ore A00% jices: 1 ¥hooy, “Patey |
4 am 4o M nseauent® € “”?;ct
or 0 h r T’le,Mm

— ’ ' -
) Signed:  Sophies lurm pad ! )
LG fL Today’s date: 24th March Date we will review this: 24th /}’iay Download me again and find more

SafequardED parentsafe.lgfl.net



What’s wrong with SHARENTING?
(when parents share photos of their children online)

* |ldentity theft

* Permanence of digital content

* Losing control of images

* Potential exposure to child predators

* Creates their children’s digital footprints before they are old enough to consent to it

SafeguardED



Have you set up parental CONTROLS/PRIVACY SETTINGS for
ALL DEVICES and NETWORKS?

* Controls have to be set up on both the broadband connection
AND each individual device

* These do not come as standard so it’s worth checking

 They are important because they allow you to:
* Block and filter upsetting or inappropriate content or sites

* Plan what time and how long your child can go online for

o Content filters are never 100% effective, at some point your
Tlp child may come across inappropriate or upsetting content, so
make time to talk regularly

SafeguardED



Visit www.internetmatters.org/parental-controls/ to find out how to set controls on devices:

Smartphones & other devices Broadband & mobile networks

Select the smartphone, other device or Select your network provider from the

OS from the dropdown list: dropdown list: ’Q\
[}

Set up devices safely

Set parental controls on a range of

devices, apps, and platforms with our

how-to guides.

Social media Video games & consoles

Select the social media app or platform Select the video game or console from

from the dropdown list: @ the dropdown list:

VIEW ALL VIEW ALL

Nelil

SafeguardED


http://www.internetmatters.org/parental-controls/

Parental control apps like Google Family Link, Screen Time and Microsoft Family can let you
set limits across devices, apps and platforms

SAFE SETTINGS, CONTROLS & MONITORING

Apple, Android and Microsoft have tools to help you control what younger children can use and how long for. Click the images below for details.
Once they are older and have your trust, the same tools can help avoid arguments and help them learn to self-regulate (how long have they really
been on insta today? have they put down the phone at all in the last week?).

< Managesns ¢ Samantna ¢

- ~ - ‘
o - @ = oc: » :a: L] . Kasper's overview
[ J = B : — f»
o= S : [ .
0= = 2 = B wm= il
. - B ked allday G0 Howenwe o] Varesss
- @ = -
- g o it
: ‘ ‘ N:..:.':'.“;'.“' : o -
Apple Screen Time Google Family Link Microsoft Family Safety
Great for both parental controls and teen Digital Wellbeing is the next step for the There are no self-regulation features for
self-regulation older ones after Family Link older teens, but Family Safety is great for the

younger ones

Q
LGfL
Visit parentsafe.lgfl.net/ for additional advice and tips on settings and controls for all devices
SafeguardED



https://parentsafe.lgfl.net/
https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/google-family-link/
https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/apple-iphone-and-ipad-parental-control-guide/
https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/windows-11-parental-controls/
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WORRIED about their SCREENTIME?
Do you know HOW LONG YOUR CHILD SPENDS online daily?

e Children spent an average 3 hours 5
minutes per day accessing the internet,
across smartphones, tablets and
computers

* Fourin ten (39%) parents of children
B aged 3-17 report finding it hard to
control their child’s screentime.

screen time”

LGfL’ Visit screentime.lgfl.net for advice and tips to manage screentime

Source: Children and parents: media use and
SafeguardED attitudes report 2024


https://screentime.lgfl.net/

Visit parentsafe.lgfl.net/ for advice and tips to manage screentime

UK Chief Medical Officers’ advice for parents and carers on
Children and Young People’s screen and social media use

Technology can be a wonderful thing but too much time sitting down or using mobile devices can get in the way of important,
healthy activities. Here are some tips for balancing screen use with healthy living.

Sleep matters Sharing sensibly
GpHinq enough, ¢ d quality sleep is « about sharing photos and infarmation online and
o phones outside the Lo W and words are sometimes manipulated.
bedroom whHI'I it is bedtime. are rers should nes sume that children
their photos to be shared. For everyone
-when in doubt, don't upload!

Educaiion maﬂers : _ = Keep moving!

Safety when out and about
ren to put their

mex -:1 1a U35

Family time together Use helpful phone features
5 en-free m CI| h"ru:: are i (

Nelil

SafeguardED



https://parentsafe.lgfl.net/

SafeguardED

How does your child feel about YOUR SCREENTIME vs THEIRS?

MAKES YOU THINK...

Talk to your child about their device use, but remember yours, too

R LR

) ‘Download me again from safeposters.igfl.net
]

SafequardED

-

-

45% of 8-11s feel that
their parents’
screentime is too high

~X

-

~
35% of 8-17s feel that

their own screentime is
too high

S~ — g

Source: Children and parents: media use and
attitudes report 2024
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SOCIAL MEDIA, APPS AND
GAMING




KNOW WHAT THEY DO on social media?

Eight in ten (81%) of all children aged 8-17 use at least one social media app/site for
following friends, people and organisations, reading, liking or sharing content

Activities undertaken
% 12-17s who use social media or messaging

%

60 1
1 Search out, share or discuss Any listed
news stories with others .
30 1

onthese apps and sites

Send supportive messages
to friends if they are
having a hard time

Boys

67
Write my own posts

about causes | care about 21

Follow activists and
campaigners who talk
about causes | care about

Follow or interact with
political parties _.
or campaign groups 15

|_(_-T|f|_Qp Go to apps.lgfl.net for guidance on apps and social media sites

SafeguardED

Many used sites and apps like TikTok and
Instagram to consume content

Snapchat was the most favoured platform
to message and communicate with friends.

“I don’t think | could live
without Snapchat anymore....
I’'ve got all my friends on it, and
we have like group chats where
we all call, like, all the time, and
we text each other and Snap
each other” Suzy, 12

Source: Children and parents: media use and
attitudes report 2024


https://www.lgfl.net/online-safety/resource-centre?s=32

What are the challenges?

* Young people can get around age restrictions on apps and websites, increasing the risk
of them coming to harm online

* Many children have online profiles that make them appear older than they actually are
— exposing them to content inappropriate for their age

* Addictive algorithms can make it harder to take a break and maintain a healthy
balance between time on and offline

» Algorithms can also target content similar to what you’ve already selected/liked/shared.
This can prevent you from finding new ideas and perspectives, create misinformation
and reinforce stereotypes.

SafeguardED



What might they NOT BE TELLING YOU?

Nearly six in ten (58%) 8-17s use multiple profiles on at least one
social media platform:

~

(23%) said it was
because one account

Gptoaquarter had changed their \ was jUS‘E for 13% Sald one account was
f:la‘tfe of birth on‘their profile since parentS/famlly to see for the lreal mel and
initially setting it up: .

Facebook (24%) another contained
TikTok (23%) . .
Instagram and X/Twitter (both EdltEd/flltETEd pOStS or

\. 19%) ﬁ photos Y
W& "y -

Source: Children and parents: media use and
SafeguardED attitudes report 2024



What about WHATSAPP?

Do you know the minimum age to use this?
What are the risks?

Unwanted contact to contact somebody on WhatsApp, all you need is their phone number, which

Inappropriate
content

Location sharing
Cyberbullying

Oversharing

SafeguardED

could expose you to unwanted messages or calls

messages are end-to-end encrypted which means that the content cannot be
monitored. This means that your child could see or hear harmful or upsetting
content e.g. pornography or violence.

live location feature means that your child could reveal their current location to
others

children could be bullied, feel left out or deliberately excluded or removed from
groups

privacy features, such as disappearing and ‘view once’ messages, might mean that
your child feels safe to reveal private or risky information or images. However,
there is always a risk that this could be copied and shared



What are the
age restrictions on
social media?

Kik: * oo e

13 13+ 16 18

Facebook Whatsapp LinkedIn Tinder
Twitter YouTube Bumble

Instagram WeChat
Snapchat Whisper 8

TikTok Yubo

Kik
Ask.fm .
Houseparty

Perisco
SUSEIRY (13+ means with

Tumblr parental consent)
Reddit

Pinterest

WHISPER
e Samd v

SafeguardED



Nelil

SafeguardED

quides empow equ i the confidence and proctcal dand pprop
Y. mentol hecithand welbeing, and climate chang 9o, Formerly delivered by Mot e sid or topics and the

For furthor guides, hints Pl * nationaicolloge.com

mos ngpvu\or messa
wed by, xRE‘.endm ‘and any uny‘rcc pu:u\ls
o«e~ toend such i

EVOLVING SCAMS : % : VIEW ONC
CONTENT

SR 7 y
Iucvml unnng oundfor scammers. a [y e o e
o2 flude posing G5 tho f Tt ooy bwgg'onc-hmlo?(u
ngar some wmupp users sharing
mﬁ‘éw ors i ) gt that he tee p«"""”'“"%ﬁfn
(m.mpung tolog s thom alor 0 of
Inlv(our ccount ihen (posing o3
Tmn 1otk Y3 o ropoat -
K to them, g . butarecently a
ikl - now blocks this, citing e
privacy.

CONTACT FROM
STRANGERS
Tostarta chat, semoonioonly nosds the \ WhatsApp's connectivity and oase of

newstobe shared rapldlx.

at person
vlnwhullA It's
P! Shged

hom

Giao poseibie that the el

wa g‘mup hat of community oy oo ro o mos:
, for examy cenluwl\q ‘ser 7 roceivad it far from an original . and
hey dor might not be entirely factual, sither.

CHATLOCK
in 2023, WhatsApp Introduced a Q %

loaturs that ets users keep their chats in /
gseparate ‘locked WhatsAj location’ feature
behind thei

PP
hone's posscons, tngerprint lets users shore theircurrent
orfacoiDar ..“,c.,K;',. hey X COMMUNmES AND GROUPS eabouts, which can bo helpful for
subsequantly dev anadditional ionds moeting up or parents checking
feature ~ Secret a b A A communityis o coliection of related groups on WhatsApp. They that their :nu"q
unique passw i 7ox thal ocked chate: can cons inds of ommunities can often be used l sxomple, Ho ,..,...

Unfortunately, this function creates the’ Soornes 1000t Aet leg® VPR opln someone clicks on their ik or e ket o Iy PAtued ot chatoon
pmn talfor oung pecele o hide fespands o tharTequosta In com ‘and groups, there o ! Gl rock thar ocation - pot Bty

ooke wi ‘rf:r ity in Ty to respond. Mem letting man a :nna ‘s nom-

conta

ions a angoin 3
poretens weuldn Capprave of (suchas 5 oy aro o ro sachou Wil o abie 6 56 Gy s agos
inappropr m,?; oup.

llnl In!o the
y =

upo'

EMPHASISE CAUTION \¢ ADJUST 'I'HE SETTINGS DISCUSS GROUP CHATS

Encourage children to reat unexpected > ange a child's WhotsApp 4 Make children aware that there could be
s with caution: get them to consider 10 spacily which of thele cortacts members of a group that they don't know well

Whethor It sounds like something a friend of elative can add them to group chats without needi and that words can be misinterpreted.
would really sand them. Make sure they know never approval. You can give permission to ‘My Contacts® them to leave a good impression, to avoid joining In
to share personal details over WhatsApp, and to be t.... Additionally, il @ child noeds if conversations turn towards bullying,
wary of clicking on any links in messages. Setting up “live location’, empha at they should spond to such situations in an appropriate way.
two-step verification adds a further layer of enable this function for only as long as thay noed - ako sure they know that it's OK to leave @ group
protection to their WhatsApp account. and then turn It o ; chat it it makes them uncomfortable - of for any

£ reason, infact
8

THINK BEFORE SHARING i \ CHAT ABOUT PRNACV

Help children understand why i i to stopand think befors pasting or } Check in with the child about how they're using WhatsApp, making
warding something on What easy - and all too common - for content that sure they know you only have their safety at heart. if you spot o ‘Locked Chats®

aser post 1 be shared more wvdnly even publicly on social medic. Encouroge folder, you might want to talk about the sort of content they*vo stored in there,

children to consider how an Impulsive message or forwarding might damage their who they're talking to, and why they want to keep these chats hidden. Also, If

roputation or upsot a friend who sent somthing to them in confidance. children send any View once’ content, it could be holpful to ask them why.

'l The
\Nedneg.t’igg ggﬁfg"g

- v :
X @wake_up_weds 3 /wuwthenationaicollege

Users of this guide do 0 ot their own discretion. No liabllity is entered Into. Release date: 20.09.2023 Last reviewed: 30.05.2

@wake.upwednesday o @wakeupweds

Visit https://www.internetmatters.org/resources/whatsapp-safety-a-how-to-guide-for-parents

@ WhatsApp
safety guide for

parents

-
internet
matters.org

5 tips to keep kids safe on WhatsApp

/Hwhatsapp-

safety-tips for advice for parents



https://www.internetmatters.org/resources/whatsapp-safety-a-how-to-guide-for-parents/#whatsapp-safety-tips

DWER

FLAY AGAINT
YES HNO

SafeguardED



Do you know the DIFFERENCE between an ‘ONLINE’ FRIEND and a
real one? How does this differ from your CHILD’S VIEW?

e Are you familiar with who they are in contact with whilst playing games?
* Have you asked about the chat facility?

* Do you know the content and age restrictions for these games?

Online Gaming: 8-17s

n 74% 045%™
i~ so o

310/0 Gl oo

Q
LGfL 1cl 1 H HYTE Source: Children and parents: media use and
Visit gaming.lgfl.net for advice and activities ' parents:

SafeguardED attitudes report 2024



https://www.lgfl.net/online-safety/resource-centre?s=16

How can YOU GET INVOLVED?

ASK what type of games your child enjoys — are they age-appropriate?

* PLAY games together - keep the tech in shared spaces rather than bedrooms

* TALK about who they are playing with - what information are they sharing?

« EXPLAIN what is/isn’t appropriate to share, e.g. personal details to identify them/location
* AGREE how they will spend their money online

* DISCUSS what they would do if they were bullied online, and what steps to take

* DECIDE how long is appropriate to play in one session - how many sessions a day

* SETUP these restrictions in parental settings with your child

NeliN Visit gaming.lgfl.net for advice and activities to keep them safe

Source: Children and parents: media use and
SafeguardED attitudes report 2024


https://www.lgfl.net/online-safety/resource-centre?s=16

PEGI helps parents to make informed decisions when buying video games:

* The age rating confirms that the game content is appropriate for players of certain age
* |t considers the age suitability of a game, not the level of difficulty

TWO LEVELS OF INFORMATION AS A GUIDE : THE PEGI AGE LABELS

3 1121618

www.pegi.info &5 www.pegi.info B www.pegi.info www.pegi.info‘ www.pegi.info

THE CONTENT DESCRIPTORS

=S b AT ,;,_W N P

IN-GAME PURCHASES FEAR DISCRIMINATION DRUGS GAMBLING BAD LANGUAGE VIOLENCE SEX

SafeguardED pegi.info


https://pegi.info/

Find ratings and reviews for parents on apps, games and social media

Movies TV Books Games Podcasts Apps YouTube Parent Tips and FAQs Celebrating Coi

By

All Games

Showing AllY Gamesv

Age Range G Platforms Content Limits & Character Strengths S Rated Highly For %

o2 = v
2-18years O selected Oset O selected 0 selected

New Releases

Rrrs N

Call of Duty: Black... Thelegend of Zeld...  Star Wars Outlaws World of Warcraft:... Luigi's Mansion2...
@ age 18+ G/ age 9+ @ age 13+ (\)/ age 14+ (\)/ age 8+
1 2 2 2 4 8 2.2 2 24 1 22 2 4 1 22 2 4 L 22 2 4

Age

Preschoolers (2-4)
Little Kids (5-7)
Big Kids (8-9)

Pre-Teens (10-12)

Genres Topics
v v >
O selected O selected

¥
& common
o sense o
k(=) §
it )
TAuES

Paper Mario: The ...  Stellar

@ age 8+ (\D/ age
o e e o ki

commonsensemedia.org

By Topic

Screen Time

Learning

Social Media
Cellphones

Online Safety

ldentity and Community

Maore ...

By Platform
TikTok

Snapchat
Minecraft
Roblox

Fortnite

Discord

More ...



http://www.commonsensemedia.org/
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RISKS AND NEGATIVE
EXPERIENCES




Average age children first view pornography is 13

Substantial proportions viewed it at a much younger
age—27% by age 11 and 10% by the age of 9

Unbearable pressure to view hardcore
pornography even if they do not want to

Degrading acts and
violence against women

Think it is reflective of real
life or healthy relationships

Pornography sites are not the only way, or even the
most popular way, that young people access online porn

Wide prevalence of on social media platforms
such as Twitter, Snapchat and Instagram

Q
LG fL Source:
https://www.childrenscommissioner.gov.uk/resource/pornogra

SafeguardED phy-and-harmful-sexual-behaviour/



https://www.childrenscommissioner.gov.uk/resource/pornography-and-harmful-sexual-behaviour/

On their device, in their hand, in their home.

Received nasty or hurtful \ * Increase in the proportion who
interactions through - have experienced bullying via

textor . . . 0
O/, messaging 0 | social media apps/sites (18%
14% 20% vs 15% in 2022)

apps
 girls are more likely than boys

13% e 18%

Boys 8-17 Girls 8-17

LGfLO Source: Children and parents:
Media use and attitudes

SafeguardED report 2023




Nudes / Semi-Nudes

Older girls (aged 16-18) were more
likely than boys to have ever been
exposed to potentially uncomfortable
or unwanted types of contact. Can
lead to ‘sextortion’

Receiving pictures or
videos of naked / half-

dressed people
32% (2023) vs 11% (2022)

SafeguardED

Asked to share
naked/half-dressed

pictures of themselves
24% (2023) vs 9% (2022)

“Id probably get one or two
messages a month. They want [to
add you on Snapchat] because on

Snapchat, you can send pictures that
you can’t get away with on
Instagram.” Girl 13

Source: Children and parents:
Media use and attitudes
report 2023



Being safer while
ive streaming

* Talk to them about what they are sharing

* Use devices in public spaces e.g. lounge
not bedroom

* Check privacy and safety settings on the
app/site

* Be wary of requests to chat in private

* Know Support and Reporting functions

SafeguardED




A simple Google search with the

STAYING SAFE ONLINE Snapehat:wil bing up the step

to take and signpost to the

AND REPORTING reporting page

reporting in Snapchat

Al Images Videos News Books Web Maps ¢ More Tools

About 304,000,000 results (0.28 seconds)

To report someone's Snapchat account, open the
Chat screen, press and hold on the Snapchatter's
name, tap 'Manage Friendship' and tap '‘Report'.

23 Snapchat Support
https://help.snapchat.com» en-gb » articles » 701239922... }

QO How to Report Abuse or lllegal Content on Snapchat
LGfL | . |

SafeguardED



UK Reporting Helplines and Services for Children and Young People

Call 101 or 999 if
there is an
immediate risk of
harm to your child

X

Essential support for under 25s

SafeguardED

CLICK CEOP

Advice Help Report

).

NCA

Young people can
report concerns
about child sexual
abuse and
exploitation to NCA

REPORT M
REMOYE

Nude image of you online?
We can help take it down.

Report
Remove

A free tool that allows
children to report
nude or sexual images
and videos of
themselves that they
think might have been
shared online

[ChildLine:

ChildLine

A free, private and
confidential service
where CYP can talk
about anything to a
trained counsellor,
online or on the
phone

Go to reporting.lgfl.net to find out more



https://www.lgfl.net/online-safety/resource-centre?s=5

SafeguardED

Keep safe by being careful not to give out personal

information - such as your full name, email address, phone

number, home address, photos or school name - to people
you are chatting with online.

Meeting someone you have only been in
touch with online can be dangerous. Only
do so with your parents’ or carers’

permission and even then only when they can be present.

® Information you find on the internet may not
n E l I n B l be true, or someone online may be lying about
. he? Who they are.

Tell your parent, carer or a trusted adult if someone -
or something makes you feel uncomfortable or worried, _
or if you or someone you know is being bullied online.

You can report online abuse to the police at www.thinkuknow.co.uk
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YOU don’t need to be an
EXPERT ... be a PARENT

* It’s your choice - Don’t let others dictate when the right time is to use tech.

e Stay involved — make time to communicate, talk about what they are
doing. What do they enjoy? What makes them laugh?

* Don’t quiz them — have regular conversations. What's their favourite app?
What is the best site to learn new things from?

e Joinin - watch them play a game and join in. Who are they playing with?
Do they know the other players?

* ‘Show me how...” — ask their advice to help you with your privacy settings,
who you should add as a friend, are there any risks?

* Lead by example - children learn as much from watching as they do from
being told not to do something, so model good behaviour

* Reassure them - tell them that they won't get in trouble and that you are
always there to help.




So, what can parents do?

Nude Selfies: Understanding Why Nude Selfies: Talking to your child

\mﬁl

Nude Selfies: When should | be worried? Nude Selfies: Where to get help

o) voutu.be/XjVOIKYpakk?si=60ONdtZJR[fBEbSR| — what parents and carers need to know
LG fL youtu.be/E5LA2nKHVZ0?si=gU3 jXFF51TU3vTg — when should you be worried?

SafeguardED CEOP



https://youtu.be/XjV0lKYpakk?si=6ONdtZJRjfB6bSRj
https://youtu.be/E5LA2nKHVZ0?si=gU3_jXFF51TU3vTq

https://www.childnet.com/parents-and-carers/

() Childnet

https://parentsafe.lgfl.net/

https://www.internetmatters.org/ Internet https://www.ceopeducation.co.uk/parents/

matters

Learn together and

common

https://www.commonsensemedia.org/ @SGHS_G
media

https://www.nspcc.org.uk/keeping-children-safe/online-safety/#guides

O, ® NSPCC

Let’s keep kids safe online

https://nationalcollege.com/parents

SafeguardED



https://parentsafe.lgfl.net/
https://www.internetmatters.org/
https://www.commonsensemedia.org/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/#guides
https://nationalcollege.com/parents
https://www.childnet.com/parents-and-carers/
https://www.ceopeducation.co.uk/parents/

TALKING TO CHILDREN ABOUT LIFE ONLINE

£ Discussion Guide

Find conversation starters, story time ideas and top tips to
reinforce key safety messages at parentsafe.lgfl.net

MMMMMMMMM

coM

Thorn have 18 topic-based
discussion guides with
questions to help start
conversations!

. a wellbein!
D'\g\ta\ 5 I::\a‘n)ced :j\q\m\ giot and bette”
teps 102

simple st°!

Source: Children and parents: media use and
SafeguardED attitudes report 2024


https://www.lgfl.net/online-safety/resource-centre?s=16
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LGfLO SIXTOP TIPS

For Parents To Keep Your Children Safe Online
SafequardED

Most parents & carers think their children and young people spend too much time on devices. DON'T FEEL BAD!
Lots of it is perfectly healthy anyway. Instead, follow these tips to keep them safe, happy and healthy.

. ‘ . Be
Don’t worry about screen time; aim for screen quality £ yige|  Connect

Scrolling through social media isn’t the same as making a film or story, or _
video calling Grandma. Use the Children’s Commissioner’s ‘Digital Five A Day’ Give to Be
to plan or review each day together. others Active

Check the safety settings are turned on

Whether it's your home internet, mobile devices, consoles, apps or games, there are lots of
settings to make them safer. The key ones are - can they chat to strangers, can they video
chat or‘go live] are their posts public? What about safe search and Youtube?

See parentsafe.lgfl.net for more.

Get your children to show you their apps and games

You don't need to know all about the latest app or game, but if your child shows you what
they are doing and with whom, you'll probably see if it’s appropriate or not. Remember 18
games are not more advanced - they are harmful to children! For parent guides to apps,
including recommendations for kidsafe apps and video platforms, search for Common
Sense Media reviews.

Don’t try to hide news about scary things in the news

If you don't talk about it, your children might read inappropriate pages, believe scare
stories or simply catastrophise in their heads. Why not watch Newsround together and talk
about how they feel - there is guidance from Childline to help you.
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Home > Parents Inline safety information for parents and families

In this section
Online safety information for parents and families

Newsletters

Helping your child stay safe online. Uriform

In the current digital age, we know that parents want to help keep their children safe online. The following

websites and links have some excellent information and we are always happy to signpost parents to other sources Attendance and absence

of support. The links below have some excellent up to date advice on gaming, live streaming etc.
Clubs and Wraparound Care

Eceop Report buttonWe have also put together some guidance from CEOP; this is the official Police organisation
that helps protect children online. Children can use the CEOP button to report online issues and abuse. School Meals & Coolmilk

CLS Medicines in school

Trainin ; ; ‘ :
__Training oy internet Safety event was led by Paul Hay and there is lots of information on his Online payments

website. Please click here. Paul can also be contacted for advice on paul.hay@pclstraining.com

Helping in school

PEGI Ratings...these are for games and there is lots of advice online about why certain games have a particular

rating. The ask about games website has lots of information and there is a PDF help sheet below. :
Parentmail

Community information, support

for families & children's mental
health and wellbeing.

SafeguardED
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